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Password Security Policy 

Password Protection 
We give you a unique Username and Membership Password. In addition, you 

need to either generate an OTP or you can set up TOTP to log in and transact. This 
authenticates your identity on our highly secure database. Now, you do not need to 
change your Password every month. The system has a feature that automatically 
expires your Password every 180 days, which means you will be forced to change 
your Password every six months to ensure high security for all your transactions. 
You can also change your Password 100% online at any time. What’s more, you can 
use the Log Off button located throughout the website to securely exit your account 
without closing your browser. 

Session Control 
Our internal Session Manager ensures your account is kept secure by logging 

you out automatically after 240 minutes of inactivity. 

Internet Scanners and Intrusion Detection System 
The system maintains a database of attack signatures which is continuously 

updated and against which it will scan all incoming traffic to detect any malicious 
activity or hacking attempts into the site. In the event of a possible attack, it will 
terminate that session, log the attack details and also alert the administrator. 

 


